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Abstract of JP1 0003256 

PROBLEM TO BE SOLVED: To easily control 
the ciphering key. SOLUTiON: A ciphering key 
K1 is generated from a master key KG using a 
unidirectional function, a next ciphering key K2 
is generated from the key K1 using the 
function and similarly n-hierarchial cipiiering 
keys K1 to Kn are gsnerated. Then, 
information is ciphered by t:ie key Kn and the 
information is decoded by the ciphering key 
Kn. If the key Kn is read, the information is 
ciphered by the key Kn-l and the information 
is decoded by the key Kn-i . Thus, the 
information, which is ciphered by the key Kn, is 
decoded by the key Kn obtained from the key 
Kn-1 using the function and the user is only 
i to maintain the latest key Kn-1 . 
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I. ; t ^ ^t® h-ri>it*Ji 1 ^zimm^itij&. 

-u\^mmm\-^xmm^t^iitzm^^t^~m^-^xm 

im^m 5 ] ±$m^it^-im^xm^it^tifzm 

iMmmtMzfmmmt tij^z^im^it^titz 
m^mm^±Mmimmzm§-ti ^ t ^mit-tm 
^mi,zEm<^mmirm. 

iimm] i^^it^fifzm^(7)mim^^ttm 

-ijmmim^^xmMitMziinm-izmth 
'iS.^^t^~m\ ^TBf^'fts iifzm&<^wm^m^<\:^ 

0. 

-mmmm^^xm-^x^-^-ij-i^mit^-i^z 

6^ztmm^'^tm. 

iimms] m^^t^fifzn'^wmi:?tmL. 

jE!mAv^±m%mt^~imj^-t^fzm)mmt- ^± 

^i^yikj^^titzimm-^m^^xiMim-^t^tifzm 
^mmm^iti-^ ; t mmbi-im^m6i,zsEM 

[imm9 ] ±$mmt^-^:mM~t^fzibcD±$m 

T-S)i> i t mmttmsmsiz^mi^u^-^Ujm. 

±Mm^^t^'-i:m&tttiib(n±mmm\'^x . ± 

Bm-^t^titz^mwmm^itt^^'r^yrt . 

'^mi k^:ktni, tmmmzm-^\. -^x ±iafi^^i:^- 



mm8i,z$m<^mitm. 

^iTv^iv^±ia!ff ^ffifgt L^v^*i^. ±iafi^ 
m-m^i-ifzi>bmmfj-^. ±ie-*^Mi*&ffl 

coif /-c ^fl^TL^ - Sr ffl V . Hf S ^IT I ^ S ±f E^^ 

jEffiffi^fi^^tti-iij^i^^ . mmt^h.fz±.imMmm. 
b \mit^ tix V ^±iaft5Effligt i&^-it-ri. 4 

iimmi o(:ia«cofi^^[:*ao 
[if *ii 1 2 ] iMmmt^tifzfmmmi. tm 
mmzMm^iixi^y) . ^m^it^ummwm 
fi. ±$i$mmm^m^iii^ti^zb^zi:y)m^ 

mm-t !> -x±t;±iaBi^ ft^ - (cwjtEi- 1> , ^ 

^ , y N- a - K i t < tt^t; n f y A b I X mi $tLX^^ 

izb mi'ktiimm e iztim<^ymiti:&. 
[ mmm 1 3 ] ±Mm^<t^-it , z§^it § ntzm^ 
<^mm^^t't^tzibm^<^vyh^:LT<^^i,z. 
±m^^t^-i,zmt^3-v b ix^x^fix^^^ 

r b mmb-tumme izMm<r)mnit-fim, 

6tfaili0^^'ft^rs£„ 

TBI ^-ftt-l. ftf ^ftSMtfeV . 

m-m. 1 6 ] FtJiib^^iJ^ciiaBf ^^t^-o a . 

$>s i fc t-i-wi 1 5 ^zmmm^imm. 
m-m 1 7 ] iMmi\L^fifzm'^it^~mv^x 
m-mm^ ^^itth m 2 mmt^m $ t:^t-i> 
^ fc t -r ^ mm. 1 5 i:iB«coBf^^tgM. 
[ft^n 1 8 ] ^^^fifz?m<nmmm.^itft 
imitmmzii\^x . 

^%mmxtz¥f\^mmi^\t-th'S:m^^ b . 
-:HmiWiim^^x^mit^titzmmt^~{zf^m^ 
m^i\:^-im^x^nit^fifzm&mm^m.mtt 
m^m-^b i^-ti z b mmb-tmn^ms. 
[if*iMi9] mv§^it^~!,zMmimm~ 
^mm-ifzibmmmmmi ioiae^ist , 
-ij\^mm^m^-^x'?xi^-^-:ii>^±mm^m-^z 
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■tt^2 cot B'li^S k & $ ^> t:* L . 

[it«iM 2 0 ] ms.m^mt. ^^it^ixm^m 

^if^oBi^fL^-iottfRT-.ft I, i > t -ri> If *ii 
2Q{ztm^ym\mM. 

mw^ 2 2 ] m^mmi. ±MMm^^-\.zn 

St-^ft«iM2 1 tlBilioa^^l^*. 
ia-*r&]Ma^ffl V >T Pgi^i: § ^ > if /s^±iafi^ 

^h^h t t-|.ff 2 2 tClBKc^Jfl^^t^g., 

[ IMH 2 4 ] ±iam 1 tot s , ±iam 2 t^jie'i 

1 9(:iBili7)m-^'f|i^B, 

[lt*iM 2 5 ] ±IBBf ^'^l:df-^:^^^Et-|.m^f[:^- 
tixv-^h^ t ^^§®i:-f-i.fisii2 4 {z%m<n'm'^ 
[^31 2 6 ] m.^\mmz^ o Tffi^nrig^jiBi^M 

'm\mmzi.nx'mmwjmMm^^L. 



\t^~^m\-^xmmt^fifzmii.mm.^%Lxv^h^ 

[ff*il2 7 ] ±iBiB«lfl^{i. § t,\,z. ±fBiif^^t 
^-'km-^xn^\t^Kfz\m%m^%Lxv^h^ t ^ 
mmt-thtmm e ^ztmconrnmi^. 

[ if *ii 2 8 ] ±Mmmt^~i± . mmmmzi. 
mmit^-^zfim-ti>^^. m.^. j^~a~\ihi< 

m2 6izmmco$mmi^. 

[000 1] 

mizj:'oxwmmii^titzMmmmi. mtn. 

rA Vf}]^ ■ tr* ■ T ^ X^' ( D VD ) ^ t'colBii^ 
#:tlEii$ fL/sy 7 h X r i L < \irf~^ . t fz\t% 

^ft, Bf^fbi^ic, 'mw.-nm.. 'm\\sm 
[ 0 0 0 2 ] 

rtfzM^-^-^^A 'J^JV ■ fr^ ■ T ^ x^ (lil 
T. L) V D jdjiri> ) iztmLtz D , ^-y hV-^ S: 
:frL-Ctt*&t-«.J;^t:LTl.^l.o ^LX. DVD^^-y 

iJtfir-^'ii. S'Mffil&§tL>t_hlBBf^<t^-^Mi^ 

x'mit^iit. 

[ 0 0 0 3 ] ^^(C. 'IffgiOBf^fbMI^^b 

(jSfi^i.ffifg) i?mmm¥. 1 sffli^-tHt^^Lyn-y 

^'lOlt-Hf^fk^ix. Bi^:Xc (^^t:3im§^il.T 

-y^ 1 0 2T«^t§^l. ^^m^'^^^flt. 

oizLx. ^ia:>m 19 mt-^mm^zm^fit . 

[0 0 04] i/^. m^^l:«^#L^rv^=t t>- 

m-xc^^MLx. ^(Dm-xcmm^n^v^i 0 

~t^m'mmmmy^xm^jcci}'^^jcMi^i^t 

^jcc r&mLX9mxc:^'^^xi:mn't6 ; t ^ , 
"mm" tm^. 

[000 5] bz6x\ ±muzxd^j:^^m~m 
v^THt-^-fk^ff 5*1^. mnit^ — mmm^tix l 
tot. mk. ;iOHf^^t^-{±. ^<m.mm^\zn 
y^xMmi\zt£-^xvt'j . ^.ix\ m^it^-mm 
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^Bf^^^- ^ffl V y 7 b X r i !t {4t- ^ i7)Bi^ 

[0 0 0 6] 

1 COT. ^com^itcofzMzmcom^it^-hu 

[ 0 0 0 7 ] i/i. x.rmzmmt^~ifi^^ 
ffl^E^^iTv^s^^. ^fimt:^j:^mt^~^zm\ 

[00 08] ^<mo mtmzm^xti:'S!tL 

L. ^mt^~mm^^^^z^mm\L-nm. ^nit 

^:W^i-h^hi<zh^. 
[00 09] 

mm^mi-fhtz^mm mmi\,zmLm^^t 

[0010] m^m4^zimcommmi±. -mmm 
m\>^xmm^t^iifzm^^t^~m^-^xm^^t^iitz 
m&com^:^m i . m^t § tifzpm(Dmmm 

mzmii-ti^tmmti. 
[0011] msmeizmmc^ymitnmit. m^-it$ 
tifzfmmmi^m i . -mmmi:^^ ^xmmit^ 
tlfzm^-i^^~mmtm^-it^~^fny>xm^it^ 
iifzmmwmim^-^tti z t mmtt^ . 
[0012] if ;f<iM 1 5 iz$mc^)^mtmmt. 
mm^m'^-^xmM^t-ti ^ t ^zx mi^m-i^^-t 
m^^^Sit . ?^mt^tifzm^m~im^-^xm^(D 

[0013] tmm 1 8{ztmcoimitmmi±. mmt 
^titzmMc^mimi-i^mmt. -mmm^ 

F (k) =DES (IV, k) 
(;>IT\ I V{±. Initial 

[0 0 2 0] ttz. -i]\^mmizmoT}i^'jxj^bL 

[0021] -block cipher(produ 

ct c i phe r ) ^iOr;l^d"yXA„ 



m\^^xmm^\:^iifzm^4t^-izMmm^^t^-i 
Ml ^xm^t^titzm^c^m^m^tt^ m^t^^ 

[0014] msm2 eizmmmmmmi. mmm 

1^mm^m^x?*mit^tlfz^^m-^:my^x^§^ 

[0015] ±iat >t^fLi?j*i^t:i3UT t . mmt^~ 
b Lxii-ij\i^mm:'mMit^tifz h mm \^^tLi. 

[00 16] 

m Lfzm^it^-commitcoi^&iomiTj'.-tmxh i . 
nmizii^^x. m^msc^M^m- (vx^^- 

(Masterkey) {KO ) } t^ZftlX . \-^hVp^ 
-^riBlMiCF (one-way Function) ^fflV^T. d:<7)mM 
(Ver. n) COmmt^-KimM^iX^. ^1 

x\ F m-^h'^i-ij\^mmcr)i-^x\ m^it^-Ko 

a^'oK 1 ^MM-i-^^^bii^mzX^^^fjK ^(/))mm 

n. fiiio, ^i^it^^-Kit^hKoimn-fh^bim 
:^xmmxhix 3 ^^^r^^m^c^M^ o mmx^ 
I. 

[0017] —-^j^mMzli. Data Encryption Standa 
rd ( DBS, National Bureau of Standards FIPS Public 
ation 46, 1977) . Fast Encryption Algorithm( FEAL, 
S.Miyaguchi. The FFAl. cipher family. Lecture Not 
es in Computer Science, S37(1()()l), pp()27-b38. (Adv 
ances in Cryptology - CRYPTO '90)) ^lo^Hf-^-fk 
T;PrfUXA. ^-SUtiMessage Digest algorithm ( M 
D4, R. L. Rivest. The MD4 message digest algorith 
m. Lecture Notes in Computer Science, 537(1001), 
303-311. (Advances in Cryptology - CRYPTO '90)) ^ 
Secure Hash Standard ( SHS, Secure Hash Standard. 

National Bureau of Standards FIPS Publication 18 
0, 1993) cr)X'jtj:^.yJ^~i;y4i;j.xVT)V-d^}X 
l^^m%-thCbffiXt^^^. ^fc. DES. FEALt 
MLT(±. ra:#^ rsf^f t'[f|g^z^^ 

, i 9 93:^7J!j {ztmmztm^tix\^h. m^^ 
X. --n\^mmz^ux. m^mfxmmzmmi-h. 

[00 18] DESiOJi-^, -:^f^WS[fcDESfcCO^ 

[00 19] 

VectorT-S)Dffm. k(4||) 
■ ■ ■ (1) 

[0022] block cipher (produc 
t cipher) ^tOT;l/:f U XMt. i>K'^{2)\<Z 
^■fld^Z.^±(P\3iin text)&,ii(k 
ey) ^m^^X.m^itL.^^-XiCipYver t 
e xt ) 

[0023] 
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C=Enc (P, k) 
{tztzL. CJic ipher text 
P (4 plain text, 
kttkey m) ) 

[00 24] m-ib. keyl^zntX. y"n-y^mzS)^ 
fflc7)hash f unct i ontCiD. jtSDT^^r 

[00 2 5] plain text ^t^^'COS 

#^;t^ci:'&^T'3 p e r mu t a t i o n box^s 
ubstitution b o x(;iS[7'>>' # 
F ( k ) <==>a^ mod p 



■ ■ ■ (2) 

miimimmmmmn (Exor) m^-t. 
[00 26] tfz. immrj^z}'V7:M±. iii^is) 

[0027] 



[0028] ^fc. ±fEsfi (3) tCiJV^T. la^ r< = 
= >J i±. r^«J &S*LTV^S» 

[0 0 2 9] BP-;^, Mi[F (k) Ta^k^L/^t 
CDS: p TWhfz^ 0 J fc5g«-ri> o ^(^m^. H ( k ) 
jS^ji. F ( k ) {i§^(c^Ra/5i, ; t fjr:-^ ht\ f ( k ) 

[0030] a -^f { F ) ^ffl^^T? 

Ki = F (Ki-1) (/tfiL. i = l, 2, 

[0 0 3 2] ^fc. wmn\t. ^b^tc^i\mm<^ 
w mxw) Thi. m^x. ±^ifzxdi,z. -m 

\^xmv.^iifzii^it^-t^h7im-mM.-t& c t 
iiw^xmmx'$,i. 

[0 0 3 3] :^mi,zm^vyh^j^rtfz 
liy'-^tcmwmim^it lt^-- r t^ti f*ti. urn 

^z-:>\^xmmi'i. vyh^ x.Tttziir-mcDmm 
im^tLXJ^-^izmmtim^. m i ^z^^tx ^ 

t:. ft^t=Bg^^b:Jf-Kn (Ve r. 1 ) ^fflV^TffiH? 

nmitL. mit^-K n ^mit^tifzmmizmi 
t^i\ hi<mmimt^^j:!iix:i.-i'mm 
ixd^z^h. im^twzmmi. Bg^^t 
^-K n im^-^x'im^t'th z. h i^x-^ h , 
[0 0 34] ^LT. tL, zmm\t^~¥.^i}mm 
§tL/s*i^. vyy^^TttzMf-^mff^mk^ i-? 

kjmm ( V e r . 2 ) «Bf -^-ft^-K n - 1 Srmv^t 
Hf^^tL. Hg^^t^-K n - 1 ^ 0 

^z-t^. armmiz. m^it^~tmm^tii>miz. m 
m^tifz^mt^~<D 1 -^±mM(ovs^^t^~^m-^ 

[00 3 5] muf. mmzm^^tLimTmmm 

( V e r . 1 ) iOBg^^k^-K nfi. /^mJf ( V e 

r. 2) mnm~Kn- ii)^^mmF^:m^^xmM 

^tifzhc^^Xhl, o^O, MaF^ffl^^|>,l>icj; 

0 . mmt^-K n - 1 i^^^m^-m-Kn i^^^zm 



■ ■ ■ (3) 

X. nmi,z-:Hmm. (f) m^^x. (4) t:^^ 

t-^atC, liJ^Bf^{h^-K2. K3. ■ ■ -Kn- 
1 , K n/zmSfu Vmit ( V e r . nJ^SV e r . 

1 ) zixtzmmt^-mm^fih . 

[003 1] 

3, ■ ■ ■ , n) ■ ■ ■ (4) 

Bf-^-fk^-KnSrfflV^T. Bf-^-ft^-K Jc-^TBf^ 

[ 0 0 3 6 ] ii-^T. ^-Hf{±. mm^fix\^t£\-^m[ 
<m^\t^~^<m\^xii<fmx:^ mi(j^n^\'c^~ 

\zi'jxm^\t%fifz'mrz\ixti:< . m\m^\t^ 
-{z^'ixm'%\t^ixfz\mwm\t-^h z t t-x% 
^.ttz. ^^xmmt^-\t. -:H^'mmFm 
ux. '7x^~^-i^-^m}^m.^fih^~xh^. % 
o-c, i-^f{±, mm^tiX\-^ts:\^mmm^m-co 

0 tvx^-=3f._^g}^LTfe < mx. ■f^X(7) 

^^it^-^zxnxm^it^titzmmim.'^it-th 1 1 
*i-c-#i.« .ifLtiio, im'it^~(^mmimmzt^ 
ztt^x-^i. 

[0037] ii2i4. T ^ x^^:j^f^i-tm^zti\^x . 
muz^Lfzvmit^-im^^x. mm. rvx^ 
(Mxjf. DVD) ^coiE^^frt:, mm. ^p. T- 

y7b'>xT^ri;'(7)fflfg : P 1 a i n 

text) ^Bf^-fhtTieilt-l. t ^t^^lH^IM^ 

tciJV^T . El 1 iZTjkLfz^mit^tifzm^m-co J 

mmwit mm) <^m^\\L^-^^i^L. ^com 

milfzm^^t^-i^-^'^- (work key) 

tLxm^t^. mz. XT-/TS2m^. fi^im 

:hilfzPmmk'¥'\^^'¥comi-?'J'y (magi 
c numb e r ) t -e<7)V>^'-y:?#-f-SX7'-y7° 
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(encrypted magic number) 
[0 0 3 8] i!rjz^ XT'yrs3t:i3V^T. ItUci^lf 

L. m^'ft^tlfzWm (cipher text)SrD 

VD 1 copmco^miztmti. 

[ 0 0 3 9 ] mLtzm^iummm-t^m^ 

UimcOAtSim^i:i\-LXMm-tmmt 

mm) mmt^-^WRL. ^<^mm 
tifzmmt^~^^~^^~h Lx. mmwm5 1 , 

52{z\m-th. mnim^52\i. mm^Ktz-?v-y 

[ 0 0 4 0 ] mmm 1 (i, m^Mz^^ 
i'-9^'?-9^--i:m\-^x^^itL. ^m^^fitzm 

\i. m^tifzmmmmii^fifz-?i^y'^>mi. 

H 3 1 J; a . Mi {f , 0 V D 1 m\ii<rMm (-i5 

[0 04 1 ] 115 iJ. ±j^Ltzi.o\zLXim^fifzY) 
VD 1 ^B^-fliT -f ^^^^'7°^— V- (DVD7°I.— V 

-) \:>vDi{ztm^fitzmmt^tifzmm 

1)1.. IC^>yri IWi, ^i^'v^'^-t (mag i c 
number) , Ut-^-fb§il/i-?i^">y ( e n c 

rypted magic n u m b e r ) it/Bf-^ 
^bSfl/ifflfg ( c i p h e r text ) AiA^I$tLl> 

X'Azti^tiXX^l. m^it^ixtz^'J 9m^h LX 

i±. ^Y^it-^M'k^fifzhmHm^ti. -7i^'v^ 

mk^tih, :ico^i^^y^mmt. "i^^^m^hfifzm^ 

(Dm''^^-¥m\xh D . ^^mtmxm^fitz-?'j-y 

[ 0 0 4 2 ] U 1 2{i. 01 t;^L)tiif^^t^-K 
S„ l/i;x^l3(i:. ^mttXolzLX. vx^-dr 

fff^-fb^^-. SP*>7-^^- (wo r k key)&# 



S-f. X-)i^t.tz^=Jy^m'^. n^it^fi 

fz^i^-y':^m^iiiiU^^^) 1 2:()^A,i^;=*.ai§ii5t'7x 
9~^~i<zm^^^x. ^fof^it? 

T^^s, -eLT. m^«^i4(i, x-n^ifzmmt 

$fL/i'|ffg (C i phe r Text)^V-^^-^ 
fflW^Tfl^^tL, T^T-^ (Plain text) 
h L T ai ^ tl. J; 3 1:^ S ixT V 1 !> „ 
[0043] mz. metz^^Uc 7n-^^-h^#Ef§ 
LT, IC^-y7°l lW:i3(tl.DVDl(:|B«l§fL/i 

xt'/Ts 1 2tijl^. ;^T'7rs 1 

V^TM^a}S^lfclt^^tS^l/SVy-y^'#^t. DVD 

tz-^ly-y^^mj-lh. ia7i^7n-f-v-h&#BgL-C 
m}S-ri> J: '3 tz L T 7 - ^ - ^ !> , 
[0044 ] mili.. ll60XT'y7°S 1 2tfc(tSM 

immm^mm-fhfz^c^yu-i'-^-vxht. mm 

[Z^ Xr-y7°S2 H:i3V^T. I C^-yTl ICO^^rU 
1 2 J: i9 VX^#-:5)>mtil§:fl. .T^lJ&W^- 

(k) h^tih. ^Lx. ^<mm- {\^) t)K m.^ 
itmmA\>zm^^fih. ^zx. mm- {\^)\±. 
mfm^K^fix\^m^it^-'km-mtth. 

[004 5] d^. XT-yrS 2 llzM^. ^^itmB 
14ii. im^iifz. m'^it^iiX^^i>-7'J'y^^n 

(MNe) imm~ (k) im\'^xm^it-ti. 
X. m^^t^tixu^^=jy^mnt:mm~ {k)x 
m^^tuz^^b-^'j >y ^m^bt^-m-i t^^t^rn 

i±. mm\^zii\^x. mnit^tifz-^i^y^^mm 
^itirz«§^m-xu^j:^^kmmtii. x->x. x 
T-yrs 2 3^zm^. ( 5 ) t^t-j; 0 StK^ 
- ( k ) ( f ) ^mv^x . ?^:«1t{t«Bf 

^m-^MM-L. ^timfzizmm- ik) tt 

[0046] k = F (k) ■ ■ ■ ( 5) 

[0047] ^LT. nU. Xr>y7°S22tMD, ± 

m Lfzm^ t mmmmm ^ m imiti . 

[0048] Xx-yTS22(3fcV^T. Bf^{l:$ 

ixTV^S^i^-'y^H^WM- (k) XimitUz't^ 
Ht . Bf^ik$ix-CU^V^-?>^--y 

mtitz^^. mm~(k) a. Bf^mitfc^^T, 

Bi-^-fli$ti.;^^ vs/ >y #-^Srm-^'ft LTtm-^-ft^-T-S) 
Sfc¥'JS§^I-S. X-oX. XT'yTS2 4t3ii;^. ffi^ 
'fl:[IIEl4{i;, (k) ^7-^^-tL, 

3t;f*|#L. 3tfEe§ii: 
So ^LX. ;<50ll7<507n-^-v-htOMfI*^'$*T§ 
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[0 0 4 9] ^(D^k. m6<Dyv3~i-^~h(DXf-^yr 
S 1 3l>zm^. a-f-ftHl^l 4{±. X^-yrS 1 2 (H 

^tiXV^mm (Cipher Text)^, V-^' 
^-^ffl^^Tfl^^t, T^T-^ (Plain Te 

xt ) tLxnit\t^. 

[0 0 5 0] ZC^Xo^Z. I C^-y7°l VX:J'- 

10 0 5 1] mitzXo^j:mm^. nye^-^c^y 

5!aa(4. H8(:s^Lf^=fc^{;^:i.„ mh. msii. m5 
i^zTjk Lfzxd K^mm & V 7 b X Txmm-t^ ^ y e 

a. m5mmtixd^j:mmmMixi5*). ^ 
comuco^^vizvyh'^^Tmm^tix^-^i>. t 

-mmti(^xm<. Mi^^ti^mm^t^- 

[oo5 2]mn£. m9^:m,ixmm'tixdiz. 
DVD {zmi^iixnm^iifzm&commco^^^t^- 

(Ki) iZZX. i{4n, n-1, ■ ■ ■, l£OU-f 

RAM) izmm-^ioi>z^x^tLX\-^^. 

[0 0 5 3] fi^t:. ;^T>yrS3 HifcV^T. 
^fcFJtStOFgJiCOBi^'fl:^- (K i ) *i;<^Uj&-^,^;^ 

tiisfi, mm- (k) tstii,. ^;t-, jitK^- 
(k) ii:. ±muzi§^t^m^z^ iM.mmi-iXv^^ 

[0 0 54] mz. XT-/7°S3 2tit^^. Bf-^-ftSil 

tit. ^ix. m^it^tix^^^'7'j-y^mrMm 

t-m-m\'^^ti^ . \m\Y.\.fzm.'c at^-fb^ixTv > 

JM- (k) {±. Bi^«Ij3l^T, Vi^'-y^'#^^m 

TvTS3 3t:}i^. ±IB5^ (5) t:S5L:tJ;dt:. jS 
m- (k) ^^/^-^^MS (F) ^ffll^T. i>K<T)m\ 
fOHf^^t^-^?I»L. *tl&iT/itiltR=5r- (k) t 



[00 5 5] ^LT. MXf. X^^yr^3 2\,zW). -h 

[00 56] —-^^ X.J-'vrS3 2{Zi6\-^X. Bf-t^bS 
KX^-^h-7'J-y^^n^:Mm~ (k) TlM^^l^L/ig 

^- (k) {±. m^'iumzm^x . v^'y^s^^Bf^ 

^hL/iBf^'fb^-T-$)l>tW5ESni.„ XnX. Xt'V 

TS3 4Hjt^. ^COiiK^- (k) jy-^^-t 

tlBlii^fil., ^IX. icons £07n-^^-bi?)%l 

a*^"flT§^i. ll6c07n-^-^'-bi0^n;atSI>, 
[00 57] ^comi±. HGi^yn-^-r-hcOXr-y 
rsist^ji;^. Xr-yTS12 (as^Xr-yrss 
i;^MS34) izi5\^^X^isbi^tLtzV~i^^~im^^ 

X. vi^^t^tifzmm^^tL. T^CT-t5' (p 1 a 

in Te xt) blXiHtlt^. 

[00 58] zcr>x a iz. m^it^tix\^i'fmcom^- 

Sr , 3 > t° J. - ^ y 7 b y X 7tlT d 

a. m^u^ht.i(mc^mmc^m^it^-i:zm-:i\^x, 
^< ti>'ec?)Bt^fl:^- (K i ) . tfzM^im^W.^ 

-OMmX D ^f£V^|5g/i<7)Bi-^^b^- ( K i - 1 JTjSK 

[0059] rc?),i 0 (I, 4v?£nfli?:)^jj&i?:)B«J.(':*3i^T 

L. ttKcoP^'i0Bf^^t:^-£OJi^t*o#i.) \zm 
\^x. ^fim\<m^^^~\,zi.-,x^\t^fifz>m 

(t^ieiitTfeWf i < . J; 0 \,z. 

^\\A~\znLxwz^M'%\t^~^wm^ . mmh 

[ 0 0 6 0 ] i/^. m5(7^%m'nmBziiv^x\x.. Bf^ 

^k^- (^X^^-) ^'yTl y 1 2tZiE 

m^^t^irtzmmi:m^'it-t&xo^zLtzc^)x\ m 
^m-t-^mzmtLi .1 k Mmi-ti 1 1 ^^x^ . bi 
^■^t^-(^mm^:mmizthztif^x^^. ^^iz, ±. 
tmmmmzi5\^xii. v-i^^-mmm^b. at 
^^t^iirzwm<7)mw^bm-m^m^ 1 4 

[006 1 ] |Il9JI;^iai 1 S-#f!3LT, Bf-^^b 
[0062] I19(±. Bf^-fb^-^D VDiO^r-X^D 

[0063] mm. m&cofsmiom^it^-A^znm 

■tlT>]^yr<'yhj!:'¥. m^. ys-3-h\ hl^^li 



(8) 



0-32 56 



^r-x^DVD2 1 m(^^mm^zBm\th. mmizL 

^-f h^i-B mm § ix/S D V D 2 2 CD^-X'i^D V D 2 

-A^DVD2 1 fcfctt, ^/i:, Hf-f-fb^-BSrDV 
D 2 2 t i: i t:. tf (:@a^|j-r§ ; i: I . 
[00 64] ^§V^(4, lOif-K^cOlBi^MftHBi^ 
^t^- A^Hfr-^' LT D VD 2 1 i: 1 1 1:, 
S , I C K^^OlBiiMfrfcBi-t'fk^- B ^m-t^ 
-^&faiitTDVD22fcfci> {cE*-ri> J; 3 fc-t-S 

[0 0 6 5] i-iP'{4. DVD2 l^S^-r-g.^. D 

yt°j.-:$'2 3(4. H8(^7n-^-v-b^#EELT- 
±KEL/Sj;5tc, ^Jiif. as^TKL/i I Cf- /7 1 1 

diz^^^tiX^^l. 

[OOeeimz. DVD2 l&llS^At!DVDiI<^BX 

DVD 2it'hm^ii!,itzimit$tixy^i>'mi'im^ 

itf^. DVD2 2t:oV^Ti,DVD2 lC^^-^h|5l« 

izLx. ^zmm^iifzm^it^t.x\<^immim 

[0 0 6 7] ^-^T. Zcnmit. DYDCD^^ h)l-mz 

mmtitzmit^-m^'^xix 5 ^xm-^mix 

[ 0 0 6 8 ] ^-f hJlA^zMi^tmmt^- 

Atmm-^ti. V}i'A{znmfhm'%\YA~At)K 
^o^}L(jmm<mm\t^~Ai[z^m^i\.^ ^avjva 
(mmm%'^\t^ -ai^zx^x si^^t § hxv^h 
x%. ^m^tiimcom^m~Aii. msmmtx 
iMLtzX d ^z^ «§^^t^~A2i}^m&<^mmzi -o 

xmiiz^i^h^tib^X'^l. m-^X. mi 

vm<^)im'it^~xn^'it^Kfzf-^ hfi'Ai:hm 

^-itt^^'ltij^X^i.,. 

[ 0 0 6 9 ] H 1 0J4. fi%mt^~i'iM.^-^tt6fzl^(7) 

ifi-rm^^^Lx^^i. 

[ 0 0 7 0 ] ap-fe, immmm^^ti-m^^tmm 

3 3 i/Zim^tix v^hW^\t(^yfzmy-/ 7y^:L. 7^043 
\z. m^\t^-^m-t^-Yfmx^fih. ^LT. z. 



(^m^^\:MM3 3i=iyi^^-^2 3izmmi-i. zti 

t:J;D. 3yb°jL-^23{4. DVD3 1, 32t:|B» 
[007 1 ] ^OMtt. DVDtO^^ h/W:fS^>^, \S\ 

-com^it^-^iNut^i^^^zmix\-^6 . 

[0072] tfz. 3yt°a-y2 3Sr 

^-rJ' 2 3 tcE^Sfl. J: a ^z^l i t i "rig-CJ^I. , ^ 

^^tiotz)!t)(Dvy h^y j:r<Dtpizim^'±?> . 

[0073] ^LT. n>'b°jt-:J'2 3(4. icOBf^'ft 
^-^fflv^T. metoXX/m8^0mLX±.^Lfzi:d 

{■zLx. DVD3 1 , 3 2^zmm$ilfzwm^:m^it■t 
lztfJ^x•^i... 

[0074] tfz. 9M\m^:/zii^ y h 

x«§^m-izx^xBi^ituz'miimi. 
2 3 m*ti> J: ') t:ti> c t tf^x% zm 

a>'h°^-:^'2 3«, ^tC«ig®||S/cli^-y by 
[007 5] Pllr^RHLT I.HiL/iJ;3 

tc. Pgmti^cft^toHe^fb^v- (Ko) /j'b, ^^r6] 

Zh-h^X'^h. ^ZX\ Z(r)-?xdf^~b^j:m^it^ 

< ; t (C j; '9 . iiOHf-f fb=^- K 0 i:i^i::>-^X(7)fmc^) 

m^m-^\m-th:iti^-x%. Km'^it^- (k 
x^hXoizthzt ifix% h . as^ojL— If- t 

[oo76]sii{±. zcoxo ^zmmmmzm^it^ 
-&iEitt-^^iiis&4i;{;iS5i$tLS, zmmm^ 

4Hzii. Il5t3^t>t IC^-yTl iSrM 

S&4 l*«*AWft$&§iX, Mjt^tAt^i-^TDVD 

ru~^4 3i,zm^^ttifzm. ^--f^zm^^tii. 

[0077] -Ij. D VD 4 2 ttt. immm 1 *iiB 

mm&mm(^«§^^t^-^m\ ^x m^^t^ntz^ 

tzmmc^^m^immtrnm^ti^ , 

[ 0 0 7 8 ] :2-— if DVD4 2&DVD7V-^4 
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m^ti. ia6t3j;tN'ia7c7)7n-^-v-h&#BiLT_h 
'MlfzXol^ZlX. y-^^-*i*i6^>#l. DVD 4 2 

fcia^i § ix/sHf ^/ttf fgj^^fi^-ft $ /fi. Mm-t6 

[0079] ^^Xd^z^ *«0S^4 1 t^^X^^'df-^ 
DVD7V— ^^4 3(±. DVD4 2^C 

[ 0 0 8 0 ] * mmm4 1 ^z-^x^^-x-ii^j: 
^^\m(^mmt^~^zi.-,x^mt^Kfzm 

m.ifiT)YT)A2l>ZtimflX\^hb%. DVDTP—^ 

4 3\i. DY-DA2{Ztm^Ktz^ff^mmiU^itf^ 

[0081] .K^ioiz.. m&commmmzpji&iosm 
i:m^^ii§^i>zmix\-^i. 

[0082] JiLh<7) j; 0 iZ. Hf^^t^-^-^TlPlMiSC^ 

mmm nm- * fa ^ ^xmm^itt^ tti^^z. 

~izx -oxm^^t^iitzwmm^^tt^ ^btn-^ 
; tit: i D . mmt^- mmzmmth ^ t ^jj^t 

[0083] M/Ji:', n 1 1 ^z^^Lfzmmffmmj<i.. m 

o^t ii^x ^ > i a ^rJi^!c , J; '9 -^mzmm 

■f^^bi^^X^h. DVD4 2tcy7b^xT^ 

mmm(rymkm^mm^M^it^ ~^zi:-,xmmt 
^fLXtm^fix\-^hi9}-^{zii\^x. mmMmi{ir7 

^mm (F) ^mx^ximmmm^it^-iwm 

hZb¥X^. D V D 4 2 tCf eii $ ilX ^ i I) Pif TEtOPa'ii 

m^m-^z^-.xm^it^tifzm^rmitt^ d 

[0084] ;3h.t:J; D . ^-iftt. Bf-t-ft^-;?)™ 

^-ffc^^-t: i -5 T Bf ^^t§ix/Sffi|g*J|EliSix/S t LX 

mmmmmzMMthLb^j:<^Kiu^-^tLxw 

^■t^^btK'^l. 

[0 0 8 5] 4Jt. m^m~imm-im»m4i 

^b^-t J; -^TBi^-fbS^/s'ifii^iiaiiS^/sD VD 4 



mmi,zmm-t6zbtin-^6. ^m^z^ m^it^~m 

(i. zcom^'{t^~i,zx -yxm^^t^tLfzmmmim^ 
tifzmmmi^iiEL < s^-ri> z. t ^^T-t ^ i -^cox. w 

[0 086] DVD^j:}i<Dmmi^tfzl±^^ 

y-xizimm-^m-tT^iyr^y]-^^. m^. 
A- ]^i^zm^m~izMmt^f~^imm^tz o , 

tZbifiX'%t. 

[ 0 0 8 7 ] }LmMmm\,zh\-^x\t. tmm 
^i^bLXDYD^m^^hioizLtztK "^mifi^zm^ 

^fLh{,cr)XHt£<. CD-ROM, MD (S-rVX 
9) (Mi) , 3tTVX^, 3tllMTVX^. ttzlty 

hlbi.miXhh. 

[0 088] ^ y^J'-^-y h^^O^-y 

[0 089] mMmmmxzii\->x\i. 
>y ^ ^-t^ D V D ri — v i Ji'//p)tyi:t^-) t 'J mizim 
•t^xdi,zLfzi}\ mnt. DVDm&commzmm 

L. iii.im^iiiLxmim^l4izA:fJ^'^li:o 

i,zi-i ci b i,«imx'h h . ^m-^s 04 iz^tx a 

tZ. Vi^->y 5 4 W*^§^T , tV X 

l(Ciaii$fU->, ^/S, 3>h°A-^(CfcV^T. Bf^ 

fk^ixT V ^ 'If y 7 b X r (c X ->x'm\tfh J; 
at^-$^iTv^l,*\ y7b'^xT^ft,fi5-ii:-f(:, IC 

i^'y7°&a>h°jL-^(C^jtLT. I C-f -yTWI^ij 

^iE1it-|.ft«llIlf#4 1 ^*LTV^^v^ay t°i-^ 

\±. m^w.^tx.fzmm'^ t < m^^t-i. 1 1 ^^x-^ =5: 

v^60t\ tf fg<7)f ijffl^3it7]tiijpit-|> 1 b m:% t . 
[ 0 0 9 0 ] ^ri^, ^m^m±WjWkLti:\Mm^zii 

^Hjio^tfi, mm<^mm^zm^^tii>i^cr)X'm\\ 

[009 1] 

mmmhm tuiort < , if^ii i {z^mm^^it 
ijm. if*iM4t:ieaoiEii*a;. tt^iii st^ieac^ 

Hf^^ligg. i5J;u;-ifSJl2 6tclB®c?)feiiffi#;tj;^i 

-r^^fttT'. ^^-^m^it^-xm^it^tirzwm&m 

^'itt^ 1 b i^X§ . mmt^-tmm^titzi^-'Mzii 

ifim^m-comt'§m^:^^^zi-i -i t mmbt^ 
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[0 0 9 2] tfz. m^mei,z$m(^mnitijm. t^x 

[03 ] Bmit^tifz-^^-y^^^-mnit^tifzm 

mm^titzDv D ^i^stmxhi. 

m4] :^%mi,zmt^^\^mmm\^:^'t7'^ 

m5] m3coDVDm$^^tlrzmm^mit■tli' 
'yrll (^mmi^^ty^ 9 mx:h h . 
me] msco^-yri icomif'kim-thfzibcoyvi 



[07] aetoxrvTs 1 2commimmi-hfzi^<^ 

y'a-i~^r~hX'^)^. 

[US] ll6<7)Xf-'yTS 1 2commitm-tifz)sbco 

m9] imm-iDVDmwiix^Mii-iifmi 
tmtuzibcmx-f,i. 

mio] ^'%{t^-^^w%\mfzmyn h^xTt 
mx\.xtmth-ijm^wmth fz^<mx:hh . 
[011] %wm\!zm^'k.^~^m)V^Lx:mth 
-HmkmMhfz>homx:hh, 

[HI 2] n'^\mmv%\tmM^^-fmx:ht. 

1 T^X^, 11 f-'/T. 12 ;^^U, 1 
3 V-JX^, 14a-f'fl:[lISI, 2 1, 2 2 DV 
D, 23 aytr^L-^, 31,32DVD, 3 

3 4 1 ^m^, 4 2 dvd, 

4 3 DVD7V-^ 



31] 



( START ) 



■ma*! number "t %wiklwy '7e*ffcl,f -f^^tlffifrr*! 



Bl/&i.>n!$fl«-workkey'Tn9{bL'T''f;(;(={ill^-r« P 



( END ) 
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Magic number - 
Cipher Text - 



|13 



( S T A R O 



S&^t 3 ft t ■ ma^ number ■ S X -f ^ * 6 ig*m-r 



I 



[117] 




C return) 



( RETURN ) 
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(51) Int. CI. 6 mmtm- ffwis-^ fi msm^m 

H 0 4 L 9/08 H04L 9/00 601A 

9/06 6 1 1 A 
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